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Hi, I'm Eva!
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Eva’s cipher

Let’s travel back to 2002
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Two things
I did not know

@evaferreira92



1

Pedro would grow up
to become an asshole.
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2

I had created an
Eva’s version cipher.
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Cypher

Algorithm to encrypt and decrypt data

@evaferreira92



Cypher

A private alphabet between me and my best friend
to talk about which boy we liked in primary school
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The magic =~
of good encryption

Keys, secrecy of the keys and randomness



Key - The tiny paper
- Not just a system
-It’s a code

- It’s, ideally, random



Randomness

High quality and unpredictable




asdfasdfasdfasdfs



Predictable gibberish.

asdfasdfasdfasdfs



Not random, not safe



Good encryption

Keep your key safe

Keep it random




Encryption
through history

Back to the future past &



1,900 BC - Egypt




1,500 BC — Mesopotamia




700 BC - Greeks - Scytale

~ :




100 BC - Cesar’s cipher

A|B|C|D|E X|Y|Z




700 AD - al-Khalil




Pre-modern Cryptography
- To make tombs more sophisticated

- Just for fun

- Selling goods

» War and battles



Analogic encryption

Just paper, you don’t need anything else!

@evaferreira92



Classical ciphers

» Substitution
- Transposition

« Concealment / Null



Substitution cipher

Change X for Y

@evaferreira92



Monoalphabetic
ciphers

X will always encipher to Y

@evaferreira92



Cesar’s cipher

AlBC|DIEF|GIH LIk LIMINOPlQ|R|S | T|UVIW X Y2



Cesar’s cipher

AlBIC[DIEFGIH 1K LIMINO|PIQIR|S T/U VWX Y 2
AB|ICIDIE(IFIGIH/I|J KILIMNIO|PIQIR|IS|TIUVIW|X|Y|Z
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Cesar’s cipher

AlBIC[DIEFGIH 1K LIMINO|PIQIR|S T/U VWX Y 2
DEFGHI|J KLMNOPQR|STIUVWX|Y| ZABC
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THE THE
WKH PHVVDJH LV RYHU WKH WUHH




WKH WKH
THE PHVVDJH LV RYHU THE WUHH



WKH H H H WKH W HH
THE PEVVDJE LV RYEU THE TUERE

A



WKH H H H WKH WUHH
THE PEVVDJE LV RYEU THE TREE



WKH H H HU WKH WUHH
THE PEVVDJE LV RYER THE TREE



WKH H H LV RYHU WKH WUHH
THE PEVVDJE IS OVER THE TREE



WKH HvW H LV RYHU WKH WUHH
THE PESSDJE IS OVER THE TREE



WKH PHVVDJH LV RYHU WKH WUHH
THE MESSAGE IS OVER THE TREE



Or you could just count the

letters and realized it’s
-3 to the right



Relative frequency of letters
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Relative frequency

abcde foghij kI mnopgrstuwvwwixy I
Letter



Eva Vs. Cesar

- Cesar’s cipher
* Lacked a key
* Lacked randomness

» My 10-year-old cipher was better than Cesar’s

|t also had an i



Once you know, you know.



Polyalphabetic ciphers

1,300 AD onwards




Vigenere
- Mid XVI Century

-Used by The Confederates during the American
Civil War

»“Build on top of”
* Giovan Battista Bellaso work on polyalphabetic ciphers
* Trithemius’ Tabula recta
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- Multiple Cesars’ ciphers

WL O HP Y 0200 QO
200 Ooxuwn

O w
S ]
m U
< o
N o<

~N

>N
X > 1 >
= =

>z >

o >

-2 =

v =

RS_UU.

O

D.Q_U

O o

==

- =

L TN
H M

iy |
o I

w O

w O

ABCDEFGHIJKLMNOPQRS

A

BCDEFGHIIJKLMNOPQRSTUVWXYZA
CDEFGHIJKLMNOPQRSTUVWXYZAHB

B
C

OPQRSTUVWXYZABCDEFGHTIIJKLM

0

==Z20n0n
— = =2 0O
¥ = 2
[ A
H P X
I H M
T HM
w o IH
ww v I
Owuw Y
U 0o W
[2a LW Ry R NN
< m U0
N < o U
>N << m
X > N <
=X >N
> 3= X >
o> =X
=D >2=
ko>
& wv - D
e n -
o e wn

o Qo wn

v

o
o o
[@ NN
= 0
=2
— =
¥
IS
H A
= -
o
w o
W o
0O w
(W]
[sa RS
< o
N <
> N
> >
=X
> =
o >
=2

= 2

Z6RBIDILIJRAD)

o>
| i |
v -
o n
[@ =4
o o
[@y=§
= O
= =
- =
pV-
an -4
H M
I H
O I
w 9
W
o w
U0
m O
< m
N <T
> N
> >
= X
> =

= =

= X
= =
o >
~ =
v
e un
o
o o
(@K
= O
= =
— =
M
M X
H M
I H
o T
w o
TR
o w
w0
m O
<< m
N <
> N
> >

ZABCDEFGHIJKLMNOPQRSTUVWXY

Z



QG

igenere

ABCDEFGHIJKLMNOPQRSTUVWXYZ
ABCDEFGHIJKLMNOPQRSTUVWXYZ

V

A
B

BCDEFGHIIJKLMNOPQRSTUVWXYZA
CDEFGHIJKLMNOPQRSTUVWXYZAB

DEFGHIJKLMNOPQRSTUVWXYZABC

EFGHIJKLMNOPQRSTUVWXYZABCD
FGHIJKLMNOPQRSTUVWXYZABCDE
GHIJKLMNOPQRSTUVWXYZABCDEF
HIJKLMNOPQRSTUVWXYZABCDETFG
IJKLMNOPQRSTUVWXYZABCDEFGH
JKLMNOPQRSTUVWXYZABCDEFGHTI
KLMNOPQRSTUVWXYZABCDEFGHTI]
LMNOPQRSTUVRWXYZABCDEFGHTIIJK
MNOPQRSTUVWXYZABCDEFGHTIIJKL

C
D
E
F
G
H
I
J
K
L
M

- Multiple Cesars’ ciphers
* A word or a phrase

» Pick a key

NOPQRSTUVWXYZABCDEFGHIIJKLM
OPQRSTUVWXYZABCDEFGHTIIJKLMN
PQRSTUVWXYZABCDEFGHIIJKLMNDO
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* Repeat it until it matches
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the length of the plaintext
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* The longer, the better
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Vigenere

- A letter “X” will not always encipher to “Y”
- Ideally, the key is as long as the plaintext™
 Encrypt twice or more

» Play with the alphabet

- Add an N, an B, begin with a C, use numbers...



Transposition cipher

Like Scrabble, you scrabble the letters

@evaferreira92



Rail Fence

H

HV!




Rail Fence

H

HVIESM




Rail Fence

H

HVIESMDU




700 BC - Greeks - Scytale

~ :




Concealment
or Null cipher

@evaferreira92



Null cipher

- Hide messages within words
» Used during WW]|



we were both young when i first Saw you
i clOse my eyes and the flashback starts -

E ! written by Taylor Swift

i'm standing there on a balcony in sumMer air
seE the lights see the party the ball gowns
see you make your way through the crowD

hey stephen i know Looks can be deceiving but i knOw i saw a light in you

as we walked we were talking and i didn't say half the things i wanted to

And say hello 7 ; romeo B0 i tieyre trying fo tel me of all the girls tossing rocks at your window i'll be the one waiting there eVen when it's cold
little did i know - . § g : : hallido fes! hEy stephen, boy you might hAve me believing i don’t always have to be aloNe

that you were romeo You were throwing pebbles i this love is difficult but its real chorus

and my daddy sald stay away from juliet o dom’t be afraid we’ll make it out of this mess cause i can’t help it if you look like an angel
and i was crying on the f‘a" case : : 7 it's a love story baby just say yes can’t help if i wanna kiss you in the rain so
begging you pLease don’t go ‘ I come feel this magic i've been feeling since i met you

and i said : w I got tired of wating , can't help it if there’s no one else VY
: wondering if you were ever coming around i can’t help myself % g
my faith in you was fading :
when i met you on the outskirts of town hey stephen, i've been holDing back this feeling so i've got some things To say to you
and i said i seen it all so i tHought but i never seen nobody shine thE way you-de’
the way you walk the way you talk the way you say my name i i Al

chorus L ; it's beautiful, wonderful don’t you ever change | S/
romeo save me I've been feeling so alone hey stephen, why are people always leaving i think you'and i should stay the same
i keep waiTing for you but you never come . ir P |
is this in my head i don’t know wHat to think repeat chorus Al t t o |
he knelt to the ground and pulled out a ring A y ; L 1Y |

~ ¢ and Said they’re dimming the street lights, you're perFect for me why aren’t you here Tonight N ™ |

written by - 8 K o marry me juliet never have to be alone i’m waiti|_1g aloqe now so come on and come out and pull me ?ear o
Taylor Swift v A " i love you and that's all i really know shine, shine, shine 8
i Fitalked to your dad go pick out a white dress hey stephen, i could give you fifty reasons why i should be the one you choose

chorus ¢ : 3 it"s a love story baby just say yes all those other girls, well they’re beautiful but would they write a song for you

romeo take me somewhere we can be alone

i'll be'waiting all there’s leFt to do is run S ! F i can’t help it if you look like an angel

you’ll be the prince and i’ll be the princess ; can't help it if i wanna kiss you |

it’s a love story baby just say yes § ! in the rain so 1
S When i fi come feel this magic i've been 4

so i sNeak out to the garden 1o see you 2 ; ¥ fee"ng since i met you

we keep quiet cause we're dead if they knew ] can't help it if there’s no one else

so close your eyes b0 j ican't he]p myse[f

escape this town for a little while g :

cause you were romeo, i was a scarlet letter B/ 1 ' o 4 ’ 3 if you look like an angel

and my Daddy said stay away from juliet ; 34 can't help if i wanna Kiss you in the rain so n? I

but you were everything to me come feel this magic i’ve been feeling since i met you 34

i was begging you please don’t go G y can't help it if there’s no‘one else -

and i said ' g i can’t help myself

myself, can't help myself

ATV Tree Publishing, Taylor Swift Music (BMI). All rights reserved. Used by permission. i can’t help myself © 2008 Sony/ATV Tree Publishing, Taylor Swift Music (BMI). All rights reserved. Used by permission.
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we were both young when i first Saw you WL s | y ) S

i clOse my eyes and the flashback starts - P b I s - clihora i pon bio alono ‘ , written by Taylor Swift ‘ 7}
i'm standing there on a balcony in sumMer air A R

seE the lights see the party the ball gowns i ¢
see you make your way through the crowD o b

And say hello R SE ere eVen when it's cold
little did i know e . SR e aloNe

that you were romeo You were throwing pebbles 8

and my daddy sald stay away from juLiet ‘e
and i was crying on the staircase
begging you pLease don’t go
and i said

in you My

gs To say to you

E‘@Wﬁ’ e ou make your way through the cro e

S@]&} R{oo »_ ‘ Say hello _ ' uhereTonignt

written by
Taylor Swift

bu choose

::rzzslakerﬁlésomewherewecanbea!one that YOU Were fom k I Wefe thrOWIHQ p8bbles B for you

i'll be waiting all there's leFt to do is run

pasmemiisienes | A8 and my daddy sald sTay away from juLiet
w e et s e don 1 ey ki and | was crying on the staircase

S0 close your eyes R 1.y - 3
escape this town for a little while i b L d ‘t

cause you were romeo, i was a scarlet letter A8 e g gl n g yo u p e a S e O n gO
and my Daddy said stay away from juliet i . -

but you were everything to me an d | S a'd
i was begging you please don't go
and i said iF

¥ " : .
Tree Publishing, Taylor Swift Musie (BMI). Al rights reserved. Used by permission. i can't help myself © 2008 Sony/ATV Tree Publishing, Taylor Swift Music (BMI). All rights reserved. Used by permission.



The

unbreakable
cipher

One time pad, mathematically unbreakable

@evaferreira92



One time pad (OTP)
- Created by Frank Miller in 1882

- Can be done with just paper

- Used by... everyone
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One Time Pad

« Must
« Must

De tru

keep t

y random

ne key secret

« Must not be reused



Analogic encryption
. Difficult

- Time consuming

« You mess up...
* The whole message is lost
* The whole security is lost



Maybe let’s reduce
human involvement?



Mechanical encryption

Electromechanical machines using rotors or cipher wheels

@evaferreira92



Rotor machines

- Polyalphabetic substitution cipher
- “Wheel stepping”

* Wheels are moved on each key press






‘MENEDICTY CUMOERBA.T.CN IS OUTSTANDING
*

Enigma machine

THE TRUE ENIGMA WAS THE
MAN WHO CRACKED THE CODT

BENEDICY KEIRA
CUMNNBERRBATCH T H E KNIGHTLEY

IMITATION GAME

IN CINEMAS NOVEMBER 14



Lorenz cipher




Siemens-Halske machine




(Geheimschreiber




WWII 1s over...
What happens after?




‘Computers! =

And with great power...



Digital encryption

You had two problems

@evaferreira92



Digital encryption

You had two problems, add technology and now you have +1,000




Solve:
Key secrecy &
randomization

@evaferreira92



Solving digital
randomlzatlon

‘Cause computers can’t random like we do

@evaferreira92



Pseudo random

- Computers are deterministic

- True randomness is unpredictable
* Cannot be created by a deterministic process

@evaferreira92



A source of randomness
and more power



HRNG

- Hardware random number generator (HRNG)
- True random number generator (TRNG)

- Non-deterministic random bit generator (NRBG)



HRNG

- Mouse movements
- Time between keystrokes™
- Atmospheric noise

- Lava lamps

@evaferreira92



“The Wall of Entropy”

8 5.9 N TE T .







Nonce, salts and 1V
- Introduce uniqueness to avoid predictable outputs
» Used in hashing and encryption

- No need to keep them a secret



Randomness

» Proper random systems

- Additional seasoning for true uniqueness



Solving digital
key secrecy

Just don’t? &

@evaferreira92



RSA

« Dates back to 1977

- Developed by Ron Rivest, Adi Shamir and
Leonard Adleman (R S A)

- Public and private keys

 Prime number factorization



Private key Public key

P*Q="77

* oversimplified




7T*11="77

“Easy”’ enough with small numbers

@evaferreira92



Large prime factors,
could take million years.



And we lived
happily ever after
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Shor’s algorithm
» Developed in 1994

- Quantum algorithm for finding prime factors
of an integer






Large prime factors,
could take million years.
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Quantum computers



Bits Vs. Qubits



Bits. Vs. Qubits

RARAR




Bits. Vs. Qubits

RARAR




Bits. Vs. Qubits

RARAR




Bits. Vs. Qubits

RARAR




Bits
0O xor1l



Bits. Vs. Qubits

moRoA A

Qubit Qubit Qubit Qubit




Bits. Vs. (Hblts R R R
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Qubit Qubit Qubit Qubit




Qubits




Large prime factors,

could takesniSoa=rcars.



Large prime factors,

could takesniSoa=rcars.

a few seconds



It was 1994.
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Store now, decrypt later.



The search for
Post-quantum

cryptography

After Shor’s algorithm

@evaferreira92



NIST

National Institute of Standards and Technology

@evaferreira92



National metric week

Credit: ©2020 U.S. Secretary of Commerce. All Rights Reserved.
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Post-quantum cryptography
- NIST opened a call for proposals in 2015

- Lots of back and forth and community involvement

- 3 new standards ready to use
* Interoperable with current systems
* https://csrc.nist.gov/projects/post-quantum-cryptography



https://csrc.nist.gov/projects/post-quantum-cryptography

Recap

- Cryptography has been around for ages
- Analogic Mechanical Digital
- Depends, for good and for bad, on humans %.

- It’s a matter of time; quantum computers will break
our current standards €9

- Experts have been working on new quantum-
resistant standards for the last 10 years ©



Thank you!

@evaferreira9?2



	Slide 1: Cryptography for lovers 💖 Eva Ferreira
	Slide 2: Hi, I’m Eva!
	Slide 3: Eva’s cipher
	Slide 4
	Slide 5: “New alphabet”
	Slide 6
	Slide 7
	Slide 8
	Slide 9
	Slide 10
	Slide 11: Two things I did not know
	Slide 12: 1. Pedro would grow up to become an asshole.
	Slide 13: 2. I had created an Eva’s version cipher.
	Slide 14: Cipher
	Slide 15: Cypher
	Slide 16: Cypher
	Slide 17: The magic 🪄 of good encryption
	Slide 18: Key -  The tiny paper
	Slide 19: Randomness
	Slide 20: asdfasdfasdfasdfs
	Slide 21: asdfasdfasdfasdfs
	Slide 22: Not random, not safe
	Slide 23: Good encryption
	Slide 24: Encryption through history
	Slide 25: 1,900 BC – Egypt
	Slide 26: 1,500 BC – Mesopotamia
	Slide 27: 700 BC – Greeks - Scytale
	Slide 28: 100 BC – Cesar’s cipher
	Slide 29: 700 AD – al-Khalil
	Slide 30: Pre-modern Cryptography
	Slide 31: Analogic encryption
	Slide 32: Classical ciphers
	Slide 33: Substitution cipher
	Slide 34: Monoalphabetic ciphers
	Slide 35: Cesar’s cipher
	Slide 36: Cesar’s cipher
	Slide 37: Cesar’s cipher
	Slide 38
	Slide 39: WKH  PHVVDJH  LV  RYHU  WKH  WUHH
	Slide 40: THE  PHVVDJH  LV  RYHU  THE  WUHH
	Slide 41: THE  PEVVDJE  LV  RYEU  THE  TUEE
	Slide 42: THE  PEVVDJE  LV  RYEU  THE  TREE
	Slide 43: THE  PEVVDJE  LV  RYER  THE  TREE
	Slide 44: THE  PEVVDJE  IS  OVER  THE  TREE
	Slide 45: THE  PESSDJE  IS  OVER  THE  TREE
	Slide 46: THE  MESSAGE  IS  OVER  THE  TREE
	Slide 47: Or you could just count the letters and realized it’s  -3 to the right
	Slide 48: Relative frequency of letters
	Slide 49: Eva Vs. Cesar
	Slide 50: Once you know, you know.
	Slide 51: Polyalphabetic ciphers
	Slide 52: Vigenère
	Slide 53: Vigenère
	Slide 54: Vigenère
	Slide 55: Vigenère
	Slide 56: Vigenère
	Slide 57: Vigenère
	Slide 58: Vigenère
	Slide 59: Vigenère
	Slide 60: Vigenère
	Slide 61: Vigenère
	Slide 62: Vigenère
	Slide 63: Transposition cipher
	Slide 64: Rail Fence 
	Slide 65: Rail Fence 
	Slide 66: Rail Fence 
	Slide 67: 700 BC – Greeks - Scytale
	Slide 68: Concealment or Null cipher
	Slide 69: Null cipher
	Slide 70
	Slide 71
	Slide 72: The unbreakable cipher
	Slide 73: One time pad (OTP)
	Slide 74: One time pad (OTP)
	Slide 75: One time pad (OTP)
	Slide 76
	Slide 77: One Time Pad
	Slide 78: Analogic encryption
	Slide 79: Maybe let’s reduce human involvement?
	Slide 80: Mechanical encryption
	Slide 81: Rotor machines
	Slide 82
	Slide 83: Enigma machine
	Slide 84: Lorenz cipher
	Slide 85: Siemens-Halske machine
	Slide 86: Geheimschreiber
	Slide 87: WWII is over… What happens after?
	Slide 88: ¡Computers! 💻
	Slide 89: Digital encryption
	Slide 90: Digital encryption
	Slide 91: Solve: Key secrecy & randomization
	Slide 92: Solving digital randomization
	Slide 93: Pseudo random
	Slide 94: A source of randomness
	Slide 95: HRNG
	Slide 96: HRNG
	Slide 97: “The Wall of Entropy”
	Slide 98
	Slide 99: Nonce, salts and IV
	Slide 100: Randomness
	Slide 101: Solving digital key secrecy
	Slide 102: RSA
	Slide 103: P * Q = 77
	Slide 104: 7 * 11 = 77
	Slide 105: Large prime factors, could take million years.
	Slide 106: And we lived happily ever after 
	Slide 107
	Slide 108: Shor’s algorithm
	Slide 109: P * Q = N
	Slide 110: Large prime factors, could take million years.
	Slide 111
	Slide 112: Quantum computers
	Slide 113: Bits Vs. Qubits
	Slide 114: Bits. Vs. Qubits
	Slide 115: Bits. Vs. Qubits
	Slide 116: Bits. Vs. Qubits
	Slide 117: Bits. Vs. Qubits
	Slide 118: Bits
	Slide 119: Bits. Vs. Qubits
	Slide 120: Bits. Vs. Qubits
	Slide 121: Qubits
	Slide 122: Large prime factors, could take million years. 
	Slide 123: Large prime factors, could take million years.       a few seconds
	Slide 124: It was 1994.
	Slide 125
	Slide 126
	Slide 127
	Slide 128: Store now, decrypt later.
	Slide 129: The search for Post-quantum cryptography
	Slide 130: NIST
	Slide 131: National metric week
	Slide 132: Post-quantum cryptography
	Slide 133: Recap
	Slide 134: Thank you!

